An toan thong tin ¢d y nghia hét sirc quan trong déi vai nguai sir dung cong nghé
thong tin néi chung va can bg, cong chirc, vién chirc ndi riéng. Cac nguy co mat an
toan thong tin khong chi anh hudng dén cac ca nhan ma con co tac dong manh mé
dén s phat trién va én dinh ctia xa hoi.

Do d6, cac can bd, cdng chirc, vién chiic can tu trang bi cac kién thiic cd ban nham tu
bao vé minh trudc cac nguy cg mat an toan thon tin von ngay cang phuc tap hién ng.

C&m nang mong mudn cung cap cac thdng tin va ki ndng cd ban nhat vé mot s6 nguy
c6 mét an toan thong tin phd bién trong viéc st dung thiét bi va dich vu cong nghé
thong tin

SACH KHONG BAN

THONG TIN

| CHUC
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

MUC LUC

NG6i dung

CACBUGC THIETLAP MAYTINH MOIANTOAN
ANTOANTHONGTINKHI SUDUNG MANG KHONG DAY
KYNANGPHONG CHONGMADOC

HUGONG DAN NHAN BIET, PHONG CHONG THU RAC,
THUGIAMAO, TIN NHAN RAC

HUONG DAN SUDUNG MANGXAHOIANTOAN
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Cac nguy co' mat an toan thong
tin c6 thé lap tirc dnh hwéng dén
ching ta ngay sau khi sir dung may
tinh vira mua hoac vira cai dat lai.

Do d6 can c6 mét sé lwu y dé
thiét 13p mdy tinh méi an toan
chéng lai cac nguy co’ bj tan cong
nhu sau:

Buwdci:Tao cacmatkhaumanh.

Ngay trong cac budc dau tién cla viéc thiét [ap cdu hinh
may tinh. Cac tai khoan cba ngudi s&r dyng can dvoctaora
vdimatkhau cé dé phirctap nhat dinh.

Cacmatkh3u dé nh& nhu “123456", “abcdef” ... tuyét déi
khong dvoc s dungviday 1a cdcmat khiu yéu rat dé doén.
Mot mat khdu antoan thudng bao gém cacloaiky ty sau:

123456
password
12345
12345678
qwerty
123456789
1234
baseball

- ky ty hoa, ky ty thuvong
- ky ty chir s6
- ky ty dac biét ($#%"#%)

WONO U EWN =

WORST

PASSWORDS OF 2014

dragon
10 football
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Bwdc2: Thaogd cacchvongtrinh khéng canthiét.

Cac may tinh mdi thuvdng dvoc nha san xuét cai dat san
cac chvong trinh quang cdo, gidi thiéu hodc ban dung thi
cla cac phan mém. Cac phan mém nay c6 thé chira san cac
nguy co matantoanthéngtin.

Do d6, ngudi dung can thao bo cac chvong trinh khéng
can thiét trén may tinh cia minh ngay trong qua trinh thiét
lap bandau.

(St dung chirc niang Programs and Features dé liét ké

cac phan mém di duoc cai sin trong cic may moi)
Bwérc 3: Kich hoat chire nang twong Itra bao vé ca nhan
trénmaytinh.

Cac hé diéu hanh hién nay hau hét déu tich hop cac
twong Ilra nham bao vé ngudi s dung khoi cac tdn cdng co
ban. Hay kich hoat phan mém tuong |&a trede khi két néi
dénbatky mang maytinh nao (Internet/Wifi/LAN...).

Trén hé diéu hanh Windows, c6 thé kich hoat tvong I&a
bang cachtruy cap chlrcndngFirewalltrong Control Panel:
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BOTHONG TINVATRUYEN THONG

CUCANTOANTHONGTIN

(Bang diéu khién cia chirc nang Control Panel)
Tiép tuc lya chon “Turn Windows Firewall on or off” dé
thychiénviéckich hoat.

Tiép tuc chon céc lya chon “Turn on..” va tuy chon bén
dudidékichhoat.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Budcs: Nang cap cac phanmémvahé diéu hanhWindows.

Hé diéu hanh cla may tinh [Uc vira cai dat co thé la phién
ban cG chva duocva cacldi bdo méat. Do d6, ngudi si dyng
can thiét 1ap ché do ty dong nang cap va thyc hién nang

cap chohé diéu hanhva cacphan mémkhac.

Trong phan Windows update cba Control Panel, s& dung
tuy chon “change settings” dé thiép lap viécty ddng cap nhat.

Trong cac tuy chon vé nang cap, nguoi s dung co thé
tuy chon theo nhu cau cba minh. Tuy nhién, cé thé tuy chon
viéc ty quyét dinh thyc hién nang cap theo yéu cau cua
ngudi s dung dé€ dam bao khéng bigian doan congviécdo
quatrinhndng cap.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Sau do, may tinh sé thong bao dén ngudi st dung khi cd
ban cap nhat mdi. Ngudi si dung sé click vao théng bao dé
thychiénviéccapnhat.

Buwdc5: Cai dat phan mém diétvirus

Phan mém diét virus la I&p 1a chan quan trong bao vé
ngudi s& dung khdi cac ma doc va virus. Do do, can co
chuvong trinh diét virus dé€ bao vé ngudi dung ngay trong
cachoatdéngdautién ciangudisdungtrénmaytinh.

Trén thi treong co nhiéu hang cung cdp giai phap diét
virus, ngudi st dung cé thé lya chon chon gidi phap mién
phihoac cacgidi phap thuvong mai.

¢ Secu rity
¢ Essentials

defender

(Mot s6 hang phan mém diét virus nudc ngoai)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Ngoai ra, ngudi ding cé thé can nhac si dung cac phan
mém diét virus cbaViét Nam san xuadt nhw BKAV hay CMC.
Cac phan mém nay déu cé cac phién bdn mién phivéi chirc

nanghan ché cho nguislrdyng.

(Phan mém diét virus BKAV)

(Phan mém diét virus CMC)

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHUYC, VIEN CHU'C

(9)

BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Trong nhirng ndm gan day, mang khéng day ngay cang
tré nén phd bién, gia thanh thap va dé si dung. Ngudi dung
cothélap dat détruy cdp mang khdng day tainha hodcsidung
may tinh xach tay, thiét bi di ddng théng minh dé truy cap tai
nhirngnoicongcongnhwquancafé, sanbay, khachsan...

Viéc s&r dyung mang khéng day sé rat tién lgi va don gian
nhung nd clng tiém an rat nhiéu nguy co mat an toan
thongtin.

Néu mang khong ddy khong dugc bao vé ding mirc thi
bat c’ m6t may tinh nao cé hé tro truy cap khéng day nam
trong ving phd séng cla thiét bj phat séng déu c6 thé két
néi dé truy cap Internet. & ngoai trdi, pham vi nay cé thé
dat t&i hon 300m. Vi vay, bat c ai & xung quanh cling c6
thé€ dé dangtruy cdp vao thiét biphatsongnay.

© Bjxam phamdich vu: dunglvong, s8 lvong két néi... cé
thé vuot qua gidi han ma nha cung cap dich vy cho phép,
t6c dd cothérdtcham do bichiém dungbangthéng.

@ Bi lgi dung: mét s6 ngudi c6 thé loi dung hé théng dé
thycthinhirnghanh déngbathop phap.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

© Bjtheo ddi: cac hoat déng trén internet c6 thé bj theo
ddi, nhirng théng tin nhay cdm (mat khau, s thé tin dung
c6thébidanhcap).
@ Bjtan cdng: cac tép tin trén may tinh ¢ thé bi truy cap
trai phép, may tinh c6 thé b cai dat spyware va cac chvong
trinh d6c haikhac.
Nhirng viéc can lam khi truy cap Internet bang mang
khong day cong cong

Swrdung mangriéng ao

Yéu t6 dau tién phai ké dén trong mat tét cba mang
khong day la sy tién lgi, dé dang s& dung ma khéng can
phai thiét 1ap hay cdu hinh gi qua phirc tap. Tuy nhién, yéu
t6an ninhtrongmang khéng day thuwdng van bicho qua.

Khi da két noi laptop hay dién JE—
thoai cla minh vao mdt mang e
mang khong ddy nao dé, thi tat ca -Virtual
nhirng thiét bi trong cung mang fgprivatgéig;

> \ A A \ o
nay co thé nhin thay nhau. Pay la {ﬁe
diéuhoantoan coloichonhirng ké T
xau dang két ndi vao cing mang a3

khéng day, ching cé thé danh cap théng tin tai khoan hay
xemtrém d liéu cd nhan cba ngudi dung trong mang.

Do vay, vu tién s6 mot khi s dung mang khong day la
nén cai dat mangriéng do (VPN - Virtual Private Network)
chotruy cap cbaminh.

Khi s& dung VPN dé truy cap Internet, nd sé ty dong
thiét 1ap mot két néi mang dya trén chinh nén tang mang
mang khéng day nhung da dvoc ma hoda cac goitin truyén
di va nhan vé, déng thoi chuyén huwdng truy cap givp
ngudi dung an danh dé dang trén Internet. Tuy nhién,
chinh vi yéu t6 bdo mat cao nay ma VPN sé lam suy gidm
mot phantdc dé mang.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Strdung xac thyc 2 bwéc

DE tién cho ngudi dung truy cap vao mang khéng day,
nhi*ng nguoi quan trimang it khithiét 1ap bao mat nghiém
ngdt cho mang khong day. Ba phan chi chon cach dat mat
kh&u don gian la nhirng chudi s6 dé nh&, hay mét cym tu.
T&c la, ngudi dung nao ciing cé thé ghi nhé va thuéan tién
truy caplaicholdn sl dungtiép theo.

Thong thuong, khi da truy cap vao mang Internet, da
s0 ngudi dung déu dang nhdp vao cac tai khoan chira nhiéu
thong tin ca nhan,vi dy nhy email. Do d6, néu da khéng
chon st dung két ni VPN, va néu tai khoan email thiét lap
l6ng 1&0, thi diéu nay chang khac nao moi goi nhirng ké xau
tim dén!

Do do, ludn st dung co ché xac thyc 2 bude cho nhirng
tai khoan cda minh. Thdm chi, d€ an toan hon, nén chon
cach xac thyc bang s8 dién thoai ca nhan, thay vi nhirng
cauhdibimatdongian.

Vi dy, néu chon kich hoat xac thyc 2 buédc cho tai
khoan Gmail, thi sau khi nhdp ding méat khau ban van phai
ch& Gmail g&ri thém mét tin nhan SMS dén dién thoai cla
ngudi dung. Tin nhan d6 sé cung cdp s6 mat ma ti phia
Google d&€ nhap vao réi mdidivao dvochdpthu.

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHU'C, VIEN CHU'C




BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Cdnthan vditinh néng ty déng két néimang khéng ddy.

Mét trong nhirng mat tét va cing la nguy co tiém an
bién nguoi st dung trd thanh miéng moéi ngon cho ké xau
chinh 1a co ché ghi nh& két néi mang khéng day cua dién
thoai, may tinh. Mac dinh, khi dUng thiét bi két n6i vao mét
mang khong day nao trudec do, thi dién thoai hay laptop sé
ty dong két ndi cho nhirng lan sau. That vay, sau nay, moi
khi thiét bi d6 & trong pham vi cba mang khéng day dé thi
no sé do va két nGi vao mot cach ty dong. Loi dung co ché
nay, ké xau cd thé doan biét thoi quen nay cla ngudi ding
délay capdrliéu mangudiding khéng ngd dén.

Open System Authentication

Bén canh do, cing co nhirngmang khong day khong dat
mat khau truy cdp, chi can chon mang khéng day la két néi
vao. Khi d6, viéc tan cong sé tré nén don gian va dé dang
honratnhiéu.

Xdacminhmang khéng day

Hay luén la ngudi dung théng minh bang cach ki€ém
ch&ng tén két ndi trude khi truy cdp. Ké xau cé thé dat tén
cho mang khéng day gia cba ho gan giéng, hay giéng hoan
toan nhv tén mang ma ban thudng s& dyng. Néu khéng
canthén, ngudi dung sé hvénglubngtruy cap cia minhtdi
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

nhdam hudng; khi do, nhirng gi ngudi dung gli di cing nhy
nhanlaisé bighinhanlai.

Cach t6t nhat la hay ludn kich hoat mang riéng ao trong
moi tinh hudng va tinh tao hon néu nhan thay c6 dau hiéu
bat thudng tlr khau két ndi. Nén lién lac vdi quan tri cla
mang khdng day d6 dé xac thyc cho chdcchanhonnia.

Han ché'viéc ddng nhép

Day cd |é la yéu cau khé thyc hién nhat, khi ma thoi dai
bung nd thdng tin. D& an toan, hay tap thoi quen han ché
truy cap vao cac tai khoan ca nhan khi dang dung mang
khéng day. Tl la, chist dung mang khéng day dé€ doc bao,
lvdt web.

Néu bat budc phai truy cap vao mail hay tai khoan mang
xa hoi, hodc giao dich mua ban bat ky, hay kich hoat mang
VPN Ién truwdrc, ddng thoi chi st dung cac dich vy hé tro giao
th’c HTTPS mathéi. V@i giao th&c nay, moithong tin cha sé
dvocantoanhonnhdcochémahdamaHTTPS hotro.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Ma déc la cac phan mém dvoc
thiét k& nham thuc hién cac hoat
déng gay hai cho ngudi si dung
c6ng nghé théng tin. M3 doc co thé
ton tai trén may tinh, dién thoai
thong minh hay cac thiét bj cong
nghéthongtinkhac.

Ma ddc khi lay lan vao may tinh c6 thé thyc hién cac hanh vi nhy:

Cac d¥ liéu quan trong cla nguoi
sdung nhu tép tin van ban mat, tép
tin nhat ky, hinh anh riéng tuv,... c6
thé bi ma doc 1ay di va bi mat gli ra
ngoai may tinh. Diéu nay ddc biét
quan trong déi vdi cac té chire, co
quan nha nudc khi cac tai liéu duoc
x@ ly bang may tinh thvéng chva di
liéunhay cam.

Sau khi lay nhiém vao may tinh,
ma doc sé theo doi hoat dong cua
ngudi st dung trén may tinh nay. Cac
hoat dong clUa nguoi st dung nhv
soan van ban, soan thu dién t@, s
dyng mang xa hoi déu co thé bj theo
doi béi ma doc. Mot s6 ma doc con cod
thé nghe lén am thanh xung quanh
thiét b da bilay nhiém.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Sau khi da 1d8y nhiém va
chiém quyén diéu khiénthiétbij,
ma déc co thé lgi dung thiét bj
nay dé tan cong vao déi tuong
the 3. Viéc nay giup ma doc che
dau ngudn goc thong tin cing
nhu gay khoé khan cho qua trinh
diéu tra. MOt sé cudc tan cong
lién qudc gia gay ra bdi ma déc
c6 thé lam anh huéng dén
quan hé ngoai giao cing nhv
uy tin cla cacquocgia.

Cacloaima déc nhu ma doéc
tong tién(ransomware) thwong
thyc hién ma hoad tat ca di liéu
cUa ngudi st dung va doi hoi
phai chi trd chi phi d€ 13y lai
d liéu. Trén thé gidi va tai
Viét Nam da ghi nhan nhiéu
treong hop phai chi trd sé chi
phi I&n dé |ay lai cac d@ liéu
quan trong phyc vy cong viéc
va doisong hangngay.

(Vi du v& man hinh ctia may tinh d bi nhim ma doc téng tién)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

en to receive a

[ 588 3 1 you
T _
AR TN o oo o ot | restures | contactus | e 1

May tinh nhiem ma doc thuong hay bi treo va 101

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHUYC, VIEN CHU'C

BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

emplacements

(M doc thudng tao ra cac tép tin la bat thudng trén may tinh)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Chuing ta c6 thé phong chéng ma ddc bang mét sé bién
phapdongiannhu:

S dung thu dién t& than trdg

M3 ddc c6 thé 1ay nhiém vao may tinh ngudi si dung
thong qua cac tép tin dinh kem thu dién t&. Cac tép tin
nay thvong duoc dinh kém cac thu dién t& cba nguoila
gwi dén nan nhan hodc thu dién tl gid mao mot co quan
t6 chirc.

(Vi du mot thu dién tir gia mao dinh kém ma ddc)

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHUYC, VIEN CHU'C

BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Do d9d, nguoi st dyng khéng nén mé cac tép tin dinh
kem thy dién t& nhan dvoc tr mot ngudi la hodc mot
nguoi co dia chi thy dién t& giéng véi nhirng ngudi ma
minh quen biét.

Ngoai ra, ching ta c6 thé s dung chvong trinh diét
virus d€ do quét tép tin dinh kem trudc khidoc ndidung.

-

o

— irus alert! 'y
j& Viru L!_
1

Can than khi truy cap cac trang web trén mang Internet

Chi can truy cap vao mét trang web doc hai la nquoi
dUng da cé thé bjlay nhiém ma déc vao may tinh ca minh.
Cac trang web nay thudng du dé ngudi sir dung truy cap
thong qua caclién két g&ri qua mang xa hoi, thu dién tl hay
tin nhan. Vi vay, nguoi si dung can that can trong khi truy
cap vao cactrang web la dugc g&ri dén tlr ngudi khac trong
quatrinh si?dung cacdichvytrénmangInternet.
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BOTHONG TINVATRUYEN THONG

CUCANTOANTHONG TIN

(Vi du vé cac lién két doc hai gui qua Facebook)

(Vi du vé tin nhan lira dao gia mao nhim lira

nguoi st dung truy cap vao trang web doc hai)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Hau hét cac trinh duyét Internet sé canh bao cac trang
web déc hai. Tuy nhién, ngudi s& dung van phai canh giac
chodUtrinh duyétinternetkhongcanh bao.

(Vi du vé trinh duyét Internet canh bao khi truy cap trang web doc hai)
Khéng s dyng phan mém bé khoa, khéong ban quyén
Cac phan mém déc hai co
thé ton taitrong cac phan mém
bé khoa, phan mém mién phi
hay c6 tra phi nhung khéng
duvoc tai tv chinh trang web
cba nha phat trién. Cac phan
mém nay thvong dugc dinh
kém virus, ma doc va sé duvoc
kich hoatkhingudidungchay cac
phdan mém nay. Vi vay, khdng nén tai, s& dung hay cai dat
cac phan mém bé khoa hodc cac phan mém duoc chia sé
trén cac dién dan, mang xa hoi ma ngudi dung khoéng ro
ngudn goc.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Cach tét nhat dé phong chéng ma déc la tai phan mém
tai ngay chinh trang web c0a nha san xuat dé tranh tredng
hop tai phai phién ban “gid mao” kém san ma déc.

Version:

Build:
Board:
Details:

Serial:

Stat

(Cac phan mém keygen thuong duoc dinh kém ma doc)
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BOTHONGTIN VATRUYENTHONG CUCANTOANTHONGTIN
S dyng phan mém diét virus

Mb&i may tinh hay dién thoai can dvoc cai dat cac
chvongtrinh diét ma déc. Cac chvongtrinh nay sé ty dong
do quét cac tép tin hay thu dién t& va canh bao nquoi s
dungkhiphathiénmadoc.

Y

KASPERSK

o Y

ANTI VIRUS

Trén thi trvong hién nay, c6 nhiéu chuong trinh diét
virus mién phiva cé tra phi. Cac chvong trinh mién phicé it
ch&c ndng hon nhung ciing ¢ thé gitp ngudi dung co ban
chénglaicacma docthéngdyng.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Mot s6 churong trinh diét virus do Viét Nam san xudt co
khandngbao vé tot déi vaingudi st dungViét Nam.

(Mot s0 ma doc gia mao chinh phan mém diét virus. Do d6, nguoi dung can tai

cac chuong trinh diét virus tai chinh trang web ctia nha san xuét)

(Céc phan mém keygen thuong duoc dinh kém ma doc)
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Ghinh¢ the 1:
“Khéng nén tin twdng tén hién thi trong mail”

M&t chién thuat lira ddo yéu thich cda cactintacla gidmao
tén hiénthjcda métemail d€ danh lrangudinhan dvoc.

FAKE MESSAGE

&end Email
From Any ID

Cactén hiénthj hay dvoc gid mao nhu tén cla cac Cong
ty, t& chirc, hang 1én; Ngudi quen cba ban; Nguoinditiéng
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BOTHONG TINVATRUYEN THONG

Ghinhg thy 2:
“Can nhac ky lvdng khi bam vao lién két (link) trong emai

CUCANTOANTHONG TIN

|II

Can trong khi bdm vao bat c¥ lién két (link) dugc gui
trong ndi dung email. Lién két (link) d6 c6 thé dan ban tdi
mot website |ra ddo gia mao, quang cdo hay mét website
ddchaimatintdcdynglén détdncong.

BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

Ghi nh¢ tha 3:

“Bd qua cac email yéu cau cung cap thdng tin ¢d nhan cta ban”
Mét t6 chire, cdngty, ngén hang,...sé khdng bao gidyéu

cau nguoi s’ dung cung cap théng tin ca nhan. Do vay ban

hoantoan c6 thé bd qua ching khinhan dugc cacemail voi

noidung do.
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Va thdm chi han ché t8i da, can nhac can than khi cung cap
thong tin ca nhan cho bét ky t6 chirc nao.
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BOTHONG TINVATRUYEN THONG

Ghinhé thi 4:
“Can trong vdi cac email co tiéu dé Hap dan - Nhay cdm - Khan cap”

CUCANTOANTHONG TIN

DBanh vao tam ly cla nguoi ding, cac tin tac thuong
xuyén s dung cac tiéu dé co tinh Hap dan — Nhay cam -
Khan cap trong email dé€ Ilra nguoi dung. Ching ta bi tiéu
dé do lam chd quan, mat canh giac, hay tham chi la hoang
hot va cam thdy can phai x& ly gap. Vi dy nhu: “*Cap nhat

banglvong congty Quy 2/2016”; “*Canh bao: Tai khoan cua
banbidinhchi”...
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BOTHONG TINVATRUYEN THONG

Ghi nhd th 5:
“C4n than, can nhac khi tai vé cac File dinh kém trong email

CUCANTOANTHONGTIN

Tan cong bang viéc s& dung cai ma ddc, virus trong cac file
dinh kém trong email la phuong théc tdn cdng phé bién va
nguy hiémnhathiénnay.

Khong nén tai va ma chay file ngay khi nhan duvoc cac
email cofiledinh kem.

Chu y ta&i dinh dang file va tao thdi quen quét virus v&i
cacfiledinh kémtrudckhimé chung.

Ghi nh¢ thu 6:
“Nhan dién cdc email spam — email quang cao”
Ban can canh giac khi nhan cac
email spam, email quang cdo tv
Internet. Trong cac email nay
thuong di kém véi nhiéu rdiro mat
an toan théng tin ma ching ta
khéng mong mudn nhu: [ra dao,
ma doc, gay anh hudng tdi cong
viéckhinhdnquanhiéu...
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Ghinh¢g thu 7:
“C&n trong véi cac tin nhan rac”

Cingtvongty nhu email spam thi cc tin nhan rac (sms
spam) cng gay cho ngudi dung rat nhiéu phién toai. Bén

canh d6 ngay nay cac tin nhan rac thudng xuyén dvoc si?
dung nhuy mét phuong thre dé llva ddo ngudi dung nhu:

Bantringthudngmotxe SH....

Nhan tin, goi t&i 1800XXXX, 1900XXXX, 1900 XXXXXX,
BXXX, 7XXX, 8XXX, XXX, ...

Truy capvaoduonglink, trang web
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BOTHONG TINVATRUYEN THONG

Ghi nh¢ thi 8:
“Can lam gi khi thudng xuyén bij tin nhan rac?”

CUCANTOANTHONGTIN

Khi nhan dvoc tin nhan rac. Vui 1dng gwi lai ching toi
dau s6 mién phi 456 cba B6 Thong tin va Truyén théng dé
duocxly.

| Tin nhan

rac,

tin nhan
Itia dao

Chuyén tiép

Cam on ban da gui théng bao tin nhan rac

S&rdungcacngdungchuyénchdncactinnhanractrén
thiétbididéng.

R *‘- -

SMS spam blocker

CAM NANG AN TOAN THONG TIN CHO CAN BO, CONG CHUYC, VIEN CHUC




BOTHONG TINVATRUYEN THONG

Mang xa hoi la mot dang xa héi do, myc dich két noi cac
thanh vién cung méi tredng, cong viéc, s& thich trén mang
v@i nhau. Cho phép ngudi dung chia sé va giao lvu thong

tinmot cach hiéu qua.
Filo

CUCANTOANTHONG TIN

Mang xa héi c6 nhirng tinh nang
nhv chat, e-mail, phim anh, chia
sé file, blog va xa luan. Nhirng
dich vy nay c6 nhiéu phuong cach
dé cacthanhviéntimkiémbanbé,
doéitac: dvatheonhdm (vidunhv
téntreonghodcténthanh pho), dyatrénthongtincanhan
(nhuv dia chi e-mail hoac tén tai khoan), hodc dva trén s&
thich ca nhan (nhuv thé thao, phim anh, sach bao, hoac ca
nhac), linh vycquantam: kinh doanh, muaban...

Hién nay thé gidi c6 hang tram
mang xa hoi khac nhau, nhv
MySpace va Facebook néi tiéng
nhat trong thi trwéng Bac My va

Tay Au; Orkut va Hig tai Nam My;
Friendster tai Chau A va cac dao

quécThaiBinh Dvong.

Tai Viét Nam xuat hién rat nhiéu cac mang xa hdi nhu:
ZingMe, YuMe, Tamtay...
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BOTHONG TINVATRUYENTHONG
Mang xa hoi cé an toan khong?

CUCANTOANTHONG TIN

Nhu xa hoi thyc té, khong mot mang xa hoi trén
Internet, thé gidi ao hay tro choi tryc tuyén nao dam bao
dvoc1o00%antoan chongudisldyng.

Trong khi mang xa hoi dvgc xem la phvong tién giao
ti€p tét vdi moinguithind cing trd thanh mycdich cho
t6i pham mang. Cac hang bao
mat l&n da quan sat dvoc lan
song de doa tryc tuyén ngay
cang tang loi dung mang xa hoi
dé danh cap thong tin st dung
cho myc dich ki€m tién. Nhirng

de doa nay ngay cang phirc tap
hon, kho phat hién hon va
thudng nham vao 16i séng “két
ban tryctuyén” chba moingudi.

Cac rui ro khi st dung mang xa hoi

Mang xa héi hoat dong trén
nguyén tac két ndi va chia sé
thong tin. Do do, cac mang xa
héi sé bat budc ngudi si dung
phai cung cap mot s6 nhat dinh
cac théng tin ca nhan. Cang
nhiéu théng tin ma ngudi s
dyng cung cap |én mang xa hoi,
cang lam tang nguy co bj ké xau
lgidung:
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

-Lamanh hvdngtdihinh anh, uy tin cba banthan.
-Srdungcacthongtindualén mangxahoinhu: vitridialy,
s& thich cd nhan, danh sach ban bé, ké x4u c6 thé khai thac
thém cacthongtin ca nhan khac hodc cac dr liéu tai chinh,
nganhang cangudidung.

- Ludn lubn phai d6i mat vdi nguy co bi tan cong, bi cai
phdn mém gian diép lIam 10 cac théng tin mat cla ca nhan
hodccoquan, tdchirc.

- Mang x& hdi ¢ thé gay nghién va c6 nguy co gianh qua
nhiéu thoi gian vao mang xa héi, lam anh huvéng dén cong
viécvagiadinh.

Lam sao dé bao vé ban than trén mang xa hdi?

- Ludn ghi nhg, Internet Ia mét mang cong cong. Chi dva
nhirng thong tin 1én mang khi minh thay thoai mai cho moi
ngudi co thé doc, xem duge nhirng théng tin nay. Khicbéng
khai thong tin ca nhdn cda minh trén mang xa hoi, nguoi s
dyng can xac dinh nhirng thanh vién khac trén mang xa hoi
va Internet déu cé thé 1dy dvoc nhirng théng tin nay, ké ca
treong hop nhirng thong tin nay da dwoc xo4, chinh slra thi
cacbanluu cothé tdntai @ maytinh changudi sz dyngkhac.
Do vay, ngudi st dyng can gidi han luvgng théng tin ca
nhan ma minh cung cap Ién mang xa héi, c6 gang han ché
cdngkhaicacthongtin cotinhlién két, xdu chudivéinhau.

- Bdo mat thong tin ca nhan trén
mang: khéng tiét 16 s6 dién thoai,
diachithycté, lich congtac, thong
tin lién quan t&i cong viéc cla
minh tai co quan... Dat ché do ca
nhan hodc chiban bé than thiét va
tin cdy mdi cé thé xem dé€ tranh
truong hop ké xau cé thé loi dung.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

nhirngthdngtin do uy hiép, de doa. S& dung matkhau kho do
tim, khoé doan va ludn git? bi mat mat khau, tuyét déi khéng
chiasé choaikhac.

-Xin phép ban bé minh trrdc khidang tdinhirng bicanhva
cac cau chuyén cua ho. Ton trong ngudi khac trong cong
déngmang.

-Suy nghikivé nhirng gindiva dang trén mang

-Thé hién sy tén trong ngudi khac trong giao tié€p, irng x&r
trén mang. Tuyét d6i khdng ndi xau, béi nho, kéo be canh
nham ha thap danh dy cla nguoi khac, dé phong nhirng
treong hop tra thu rangoai cudc sdng that.

- Bura anh phu hgp 1én mang. Khong dva nhirng hinh anh
h&hang, mangtinh khiéu dam hodc mangtinh chatbao lyc
lén mang. K& xau c6 thé sir dyng nhirng blc hinh dé cho
nhirng mycdichkhongtot dep

- S&duyng cactrinh duyét web phé bién va da dugc cap nhat
dé truy cap mangxa hoiva Internet, thudng xuyén theo doi
lich srtruy cap dé phat hién cactruy cdp batthuvong.

- Chi két ban v&inhrng nguoi than, quen biét & ngoai doi.
Xac minh v&i ban be, nguoi than qua dién thoai hoac gap
mat truedckhikétbantrén mang xa hoi.

- Thudng xuyén kiém tra co ché bao vé thong tin ca nhan
c0a mang xa héi ddi véi tai khoan cda minh. Ki€m tra cac
thong tin cla tai khoan ma ban be, ngudi la c6 thé thay khi
truy cap vao taikhoan cGa minh.

-Khongnén dangtai hoactaganh canhan hodcngudithan
trong giadinh @gdcgan, chinhdién.

- Khongnén slrdung co'ché ty dong dang tai anh trén may dién
thoaididdng, chophépganvitridialy vaocacanhdachuyp.
-Khéng nén s&r dung anh chan dung, anh ca nhan lam hinh
dai dién trén mang xa hoi, thay vao do, nén s& dung anh
hoat hinhhodc cac biéutwong, anh minh hoa khac.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

Hwéng dan thiét 1ap ché do an toan cho tai khoan Facebook
Cac muyc (2) Quyén riéng tu, o e

(2) Dong thoi gian va gan thé, (3) '

Bdo mat, (4) Quang cao déu

cha cac tuy chinh lién quan toi © Chin

[} Guyén riéng tw
|=] Dong thii gian va gan t...

R . ) n R , @ MNodn ngir
thong tin ca nhan. S& dyng cac
\ > \ R \ @ Théng béo
tuy chinh nay dé tang cuong an ~finanag

toan chotaikhodnFacebook. El Noudi theo dai

© Trong phan Quyén riéng tv, gidi han ngudixem cho cac
bai viét trong tvong lai tai phan “Ai c6 thé thay cac bai déng
sau nay cla ban?”. Ki€ém tra cac hoat déng cla tai khoan
Facebook tai myc “S& dung nhat ky hoat dong”. An cac bai
viét ca nhan tai dong thoi gian hodc thiét 1ap ché dé chicho
phépBanbe doc.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONGTIN

O Clickvao Dongthéigianva ganthé >“Xemvdity cach la”
dé thay dvgcnhngthéngtin cd nhan cia minh hiénthjvoi
Banbeé, nguilatrén Facebook nhuthé nao.

© Truy cdp Baomat>"Dia diém ban da ddngnhap” dé xem
xét cac truy cap doi vdi tai khodn Facebook cba minh. Khi
xuat hién cac truy cap bat thuvong, click vao “két thuc hoat
dong” déngan chan.

@ Thiét 1ap “Quang cao v&i hoat ddng xa hdi cla toi” tai
muyc“Quang cdo” vé ché dg “chibanbe toi”.
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BOTHONG TINVATRUYEN THONG CUCANTOANTHONG TIN

THONG TIN LIEN HE
CO QUAN QUAN LY NHA NU'G'C VE AN TOAN THONG TIN

TT Ho tén Chirc vu Thong tin lién hé

1 | Lanh dao Cuc An toan thong tin

043.943699
thanhhai@mic.gov.vn

043.9431555
nhdung@mic.gov.vn

043.9433779

1 | Nguyén Thanh Hai Cuc trudng

2 | Nguyén Huy Diing Phé Cuc trudng

3 | Bui Hoang Phuong Phé Cuc truong

bhphuong@mic.gov.vn Chiu trach nhiém néi dung

II | Té dam bao an toan théng tin, Cuc An toan thong tin CUCANTOANTHONGTIN

Pho Gidm déc bo3701366 BOTHONG TINVATRUYENTHONG

A < Trung tdm Tu van

! Tran Manh Théng va Ho trg nghiép tmthang@mic.gov.vn

vu ATTT

Pho Truong > . A

e phong Tham dinh | 0914488849 CAM NANG AN TOAN THONG TIN

2 Lé Ba Quoc Thinh SN 1 e . .

va Quan ly giam lIbgthinh@mic.gov.vn , a a , . ,

sat CHO CAN BO, CONG CHUC, VIEN CHUC

] . (Luu hanh noi bd)
‘ Phy trich phong | 0904804803
3 Tran Bang Khoa K¢ hoach - Tai

chinh tdkhoa@mic.gov.vn

098212378 9

4 Lé Véan Chuong Chuyén vién .
chuonglv@mic.gov.vn

In 500 cudn, kho 13x19cm tai Cong ty ¢6 phan HD Hoang Duong.
S6 PKKHXB: 64B/GP-CXBIPH.
Cép ngay 11-12-2015. In xong ndp luu chiéu quy IV 2015.
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